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Disclaimer

The information or recommendations contained herein are provided "AS IS" and intended for informational purposes
only and should not be relied upon for operational, marketing, legal, technical, tax, financial or other advice. When
implementing any new strategy or practice, you should consult with your legal counsel to determine what laws and
regulations may apply to your specific circumstances. The actual costs, savings and benefits of any recommendatio
or programs may vary based upon your specific business needs and program requirements. By their nature,
recommendations are not guarantees of future performance or results and are subject to risks, uncertainties and
assumptions that are difficult to predict or quantify. Assumptions were made by us in light of our experience and our
perceptions of historical trends, current conditions and expected future developments and other factors that we
believe are appropriate under the circumstance. Recommendations are subject to risks and uncertainties, which ma
cause actual and future results and trends to differ materially from the assumptions or recommendations. Visa is no
responsible for your use of the information contained herein (including errors, omissions, inaccuracy or non
timeliness of any kind) or any assumptions or conclusions you might draw from its use. Visa makes no warranty,
express or implied, and explicitly disclaims the warranties of merchantability and fithess for a particular purpose, any
warranty of norrinfringement of any third party's intellectual property rights, any warranty that the information will
meet the requirements of a client, or any warranty that the information is updated and will be error free. To the
extent permitted by applicable law, Visa shall not be liable to a client or any third party for any damages under any
theory of law, including, without limitation, any special, consequential, incidental or punitive damages, nor any
damages for loss of business profits, business interruption, loss of business information, or other monetary loss, eve
If advised of the possibility of such damages.
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Agenda

ACNP trends

AKey mobile trends

AHow prevalent is mobile commerce?

Als mCommerce riskier than eCommerce?

AWhat is the right fraud strategy for mCommerce transactions?
AHow do you configure your solution to minimize mCommerce fraud?

AQ&A
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The amount of data is enormous and growing

>

Email users send

204,166,667

messages

4

Twitter users send over

100,000

IWYEEIS

VISA

Google  facebook
Google receives over Facebook users share
2,000,000 684,478
search queries posts
— every
644,444 minute .

phishing emails sent

Source www.domo.com www.phishing.org
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http://www.domo.com/
http://www.phishing.org/

What 6s driving the massiVRA

|l n 2015¢.

4.9 billion

connected devices
l n 2020 é.

25 billion

connected devices

Source: Gartner
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Why are we talking about Card Not Present (CNP)?

$3.5T

GLOBAL ECOMMERCE SALES Wi
DOUBLE FROM015 TO 2019

$1.7T

Challenge' Optimize authorization and fraud management practices to
maX|m|ze the growth of ecommerce and digital payments

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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Mobile Fraud CyberSource®

Convert more mCommerce orders
with less fraud



U.S. smartphoneownership at highest levels

68% of U.S. adults have a smartphone,

up from 35% in 2011, and tablet computer
ownership has edged up to 45% among

adults

Source: "Technology Device Ownership: 2015"PewResearchCenterOctober 2015 http://pewrsr.ch/1GyF{76

CyberSource’
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Mobile made its presence known over the holidays

1 In 5 U.S. online holiday

purchases made over mobile *

44% of smartphone users said they

made a purchase from their device, up from
41% a year ago °

Source 1 "Mobile accounts for nearly 1 in 5 online holiday purchases", Internet Retailer, January 8, 2016 http:/it.ly/1Pjyggm
2 0"Survey Shows Rapid Growth in Online Shopping", Wall Street Journal, June 8, 2016

CyberSource’
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Overall fraud loss by order channel

2/ 0.8%

Le ,
0
0.5% ,l,.. 0.5%

2015

Webstore Mobile commerce Telephone

Source: CyberSource Onlind=raud Management Benchmark Report, 2016

CyberSource
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Few merchants track mobile fraud

Mobile commerce

m % Support order channel % Track fraud for channel

Source: CyberSource Onlind=raud Management Benchmark Report, 2016

CyberSource”
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Is mCommerce any riskier?

AOmni present

APersonal identification number (PIN)
lock prevents access and usage

AGPS to quickly locate and
deactivate

ABiometrics (Siri)

Customer/
preventions

ANew data elements to
determine identity

AMobile network security more
secure than WiFi

ANew validation methods
(short message service (SMS))

Merchant/
mitigations

12 | Guarding Against Card-Not-Present Fraud | August 24 2016 Visa Public

Yes

AEasier to steal
ACustomer apathy
ANew threats: Rogue apps, malware,
osmi shingo
AMan-in-the-middle subverts
SMS verification

AVariable internet protocol (IP)
addresses and odilu
digital fingerprint

AApp ofatigued and p
considerations

ANew customer behavior/norms/history

CyberSource”



Device preferences throughout the day

Traditional fraud strategies need to be

Device Shifting: Daily Trends
(Global Q3 2014)

10%
5%
0%
6 AM Noon 6 PM Midnight
== Desktop == Tablet == Phone

Source: OOYALA Global Video Index, Q3 2014 http://bit.ly/1IKXEVkb

CyberSource”
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Wh at ' S a omobil ed transa

All devices are not created equal

Percentage of volume by device type Fraud oOoOpressuredé by de
(fraud chargebacks + cancels)

Windows
tablet
PC

5.1% '
Android

iPad

16.1%

Source: Decision Manager, Januang June 2015 Global credit cardtransactions for transactions where the device was identified

CyberSource”
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Global view of mobile rates

Mobile volume as a % of total Fraud 0 p r e s sates By éevenue

North
America

40.3% North

America
Eastern

6.38% Europe
4.90%
Asia
Pacific

17.7% South ASOUt.h Asia
America el Pacific

12.4% 14.13% 3.98%

Eastern
Europe

6.8%

Source: Decision Manager, Januang June 2015, mobile phones only, Global credit card transactions

CyberSource
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Fraud management is a balancing act,including mobile

Positive customer
experience

AReduce false positives
Alncrease acceptance rates
ALower review rates

Accurate detection
AReduce fraud rate

AHelp minimize
chargebacks

Minimize operational costs

Efficiency
AMaximize automated decisioning
AStreamline review process

CyberSource’
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Managing mobile fraud on your platform

Order data Detection tools Fraud strategy Order
disposition
oo ] > I

A Crosschannel activity

A Velociti A Segmenting/profiling .
elocities A Rule creation Reject

A Risk models . :
AP geo-location A Risk score evaluation

A Device fingerprint Alntegrated case _
A Third-party validations L O TS Reporting
i and analytics

A Operating System ooooooooooooooooooooooooooooooooooooooooooooooooooooooo m 4. ...............
A Device type

A GPS location (wW/app)

A Universally unique
identifier (UUID) (w/app)

A Phone number (wW/app)

A Mobile cancel rates
A Mobile fraud rates
A Custom reporting

CyberSource”
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Strategy #1 - Mobile data

ANew data elements AA more robust mobile experience
5 Operating system (e.g., Windows, i0S) AGreat for repeat purchases (accounts)
51 Device type (e.g., iPhone 4.0, Kindle . .
ype (€. ) Aldeal for certain verticals (travel)

AAdvancements in HTML5 _
A _ ) ACollect more customized data
Easier serverside updates 5 Download ID

ADoes not require download n UUID
5 Phone numbers

A Install ID

AVariable IP geo-location (WiFi limited) AProliferation of apps
ATrue device fingerprint (locked iOS) AMore expensive to update

ABrowser strings can be spoofed and coordinate
AUpdate fatigue

APrivacy concerns

CyberSource”
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Strategy #2 - Identifying mobile device in your
fraud management system

Rule Conditions

This rule is true if: () all conditions below are true @ at least one condition below is true

Add Condition

To add a condition, select an order element to evaluate, a comparison operater, and & comparison value. The order element selected determines the
gvailable comparison oplions.
Order Element*® Comparison Operator® Comparison Value(s)*
Fraud score suspicious information |Z| is equal to |Z| Time zone offset anomaly -
Mobile device
New device
Masked device history
Custom Lists 2

Sel ect omobi |

identifier

i@ Decision Manager Detail Report Fields
4 W[ Merchant-Defined Data Fields
[+ Pazsword
[# Customer ID
[+ mMEIUUID
2 Create custom data v Ehane Humber

[ Instsll ID

CyberSource’
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Strategy #3 - Tool usage

Merchants tracking mobile fraud

Positive lists

Device "fingerprinting"

Telephone number verification/reverse lookup

Order velocity monitoring
Customer order history

Multi-merchant purchase velocity/identity morphing models

Fraud scoring model 8 company specific

IP geolocation information

Postal address validation services

Two factor phone authentication

Shared negative listsd shared hotlists
Credit history check

Paid for public records services
Social networking sites

Biometric indicators
Source: CyberSource 2013 Annual Fraud Report
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11%
9%
9%
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31%
29%
26% V¥
23%
20% A
20%
20%

49%
46% A
40% A
37%
37%
Strategy

A Multi -factor approach
A Mobile -specific
A Multi -channel

CyberSource’



Strategy #4 - Mobile fraud strategy

. Isolate mobile segment using profiles.
All transactions These can be established by the device
fingerprint or using merchant defined
data fields.

mCommerce Non-mobile
profile profiles

Analyse, create and implement
specific mobile fraud rules

Mobile fraud rules:
Aé

CyberSource”
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=\ Strategy #4 - Mobile fraud strategy

~

Profile Selectors o

This section shows your profile selector rules, and the profile that will be used to evaluate the orders if the conditions are satisfied. The selector rules appear
in the order that Decision Manager uses to evaluate them. If no selector rule is triggered or if none is present, the default profile is used to evaluate the
orders.

Active Selectors Passive Selectors

¥ Ru Rule Description Order Profile
1 Mobile Orders This rule will direct orders from mobile devices to our mobile...  Mobile Orders I a
2 | High Risk Orders This rule locks for known high risk orders, particularly those ... | High Risk Orders / J
3 | My Sample Selector My Sample Selector Simple Rule Based Model / =
4 | Select Decision Tree 1 Example of handling a profile like a decision tree Simple Rule Based Model / J
5  Select a default profile to evaluate orders that do not trigger an active profile selector rule: Default Profile - |

Add Selector Rule | Delete

CyberSource’
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Strategy #4 - Mobile fraud strategy
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